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The book

. Computer Networks and the Internet

Computer Networking

A Top-Down Approach

. Application Layer
. Transport Layer

. Network Layer

. Wireless and Mobile Networks
. Multimedia Networking (maybe)

. Security in Computer Networks (maybe)
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5. The Link Layer: Links, Access Networks, and LANs
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. Network Managements (probably not)



Course web site

http://katie.mtech.edu/classes/csci466/

Moodle for grades and submitting programes.



Expectations (what you should already know)

* Programming experience

— Advanced data structures

— OOP design in a high-level language
* Technical writing ability



Course outcomes (what you'll learn)

Network layers and protocols

Understand common protocols
—|P, TCP, UDP, HTTP, SMTP, IMAP, RPC, DNS, DHCP

Physical and logical connectivity of Internet

Presentation
— Show understanding of networking principles



Introductions

* Network experience
— Built any networked software?
— Built any physical networks?

* Programming experience
— Languages?
— Development environments?

* Your expectations for the class
— Specific technologies of interest

— What do you want to take away?



Twitter mining

C:\Windows\system32\cmd.exe E=n EoR|=<S

You know its @bangorworldwide when Mrs (Fal_Ralph makes
good buns?®?!? Huumcll @ Hamilton Road Preshyterian Church http:\/\/t.co\/a?rOKrF

Moving into Preston this week! Man i need some bhedding
and shit?

I’'m at Etna (Av. Eng. Luis Carlos Berrini, 2001, S\u@f
e3o0 Paulo> w\/ 108 others http:\/\/t.co\/u3d3J2spA

The one time I am brave enough to talk to a bheautiful g
irl.. She has a boyfriend. :P

But ill pass prolly been n that # dirtyjoint

I met the Seahorses once in a hotel in Cardiff. Lovely
chaps. Stayved up drinking with them until 4am. John Squire stayed in his room th

ough.
Pjonessmegann I think your closing with me tomoz :)

Sneaky bastard?! :-)> (@sonnench Am I going to Rio? \"The
greatest trick the Devil ever did, was getting the world to bhelieve he didn’t ex

ist . \"
Interview with Daniel of LA Riots was EXCELLENT?! Got to

hear some unreleased tracks and remixes. :D
PFOhMySTARR Lol Love ya bhabhy?!
I’'m at Arizona Mills Mall <(50008 S Arizona Mills Circle.
at I-10 & Baseline Rd, Tempe?> w\/ 3 others http:\/\/t.co\/Ggnlj?5
Still Layin in bed Nd I didn’t even paRty Last night. H
aha #Chillaxin




iPhone 4

Geographic location
[37.1316, 55.4908]

. MG_JMIL @| s2s0cs
JOSEPH E. MILSTEAD

is in Cent-Mode on Call of Duty: Black Ops.
http://raptr.com/Jmil

jmartinez302 @) sasecs
Jesse Martinez
Chilling out at the hotel whle the girls n
look for a prom dress.
4\‘_ chrisoldroyd @| 2mins
Ul Chris Oldroyd s

Awesome ep of #Supernatural episode 15 season
6!

@
Friends

Twitter client

Cell towers

How does the
phone know

where it is?




How does the
phone send and
receive data?

~ ~ 7’ A j Data Signal
~ >< -
-

-
~ - i I

—~ —
T U UUUL UUUL UUUL UL reaersnsem coe

PPN UL S
. - the Pseudorandom
Multiple access networks .

3G Ch. 6: Wireless and Mobile Networks

CDMA




| need an IP address

X<L<

Verizon's server

How does the

network identify
the phone?

Operation HType [ HLen Hops

Xid

Secs [ Flags

ciaddr

yiaddr
siaddr

giaddr

chaddr (16 bytes)

sname (64 bytes)

file (128 bytes)

options

DHCP packet

0 16 31

SrcPort DstPort

Length Checksum

Data

(\/\/\/\/\/\/\/\I
UDP packet

nnnnnnnnnnnnn

Ch. 5: The Link Layer

Ch. 3: Transport Layer

Ch. 4: The Network Layer

Ch. 6: Wireless and
Mobile Networks
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Twitter client

What is the IP address
of twitter.com?

1. twitter.com

6. 199.59.149.230

Verizon's server Local name server

Domain name system (DNS)

How does the
phone find the
Twitter server?

4. twitter.com

5. twitter.com, .com name server
199.59.149.230

Ch. 2: Application Layer
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CSCl 470: Web Science

REST API

Client Server
HTTP Get

] Server processes
req

| m—— Ch. 2: Application Layer

HTTP Get

Twitter client L]
HTTP

] Server processes
request

“I just bought
M ” 0 4 10 16 31
some milk! =

SequenceNum

Ch. 3: Transport Layer

Hdrlen| 0 ‘ Flags AdvertisedWindow

Checksum UrgPtr

Options (variable)

TCP packet

I Ch. 4: The Network Layer

) L
Verizon's server T

How does the Ch. 6: Wireless and Mobile

Networks

phone package
up a new tweet?
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Bit encoding
Error detection/correction
Flow control

Congestion control

Wired links - Ethernet
Optical links - SONET

Twitter client
“I just bought
some milk!”

How does the packet
get transported along a

path in the network?

Ch. 3: Transport Layer
Ch. 5: The Link Layer

<XL<L<

\i/

Verizon's server

Twitter's server

13



I n eed a n I P Operation [ HType X[id HLen Hops
Secs ‘ Flags
address i
Internetworking

chaddr (16 bytes)

sname (64 bytes)

(Ch. 3)

file (128 bytes)

options

DHCP packet

0 16 31

SrcPort DstPort

End-to-End Protocols

(\/\/\/lm\/\/\/\l ( C h . 5 )
UDP packet

e = Internetworking

e (Ch. 3)
IP packet

Now the other side:

What does the 16 16 48 48 48 16 48 0-18,496 32 .
‘ Control ‘ Duration ‘ Addr1 | Addr2 ‘ Addr3 ‘ SeqCtrl ‘ Addrd4 } Payload %7 ‘ CRC | G ettl ng CO n n ected

802.11 frame format (Ch. 2)

network name my
laptop?
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What is the IP of
twitter.com?

Information about
query (name, type)

Additional helpful
information

llllllll l2gs
number of questions. number iswer RRs 12bytes.
number of authority RRs | number of additional RRs.

DNS message
< o
2. 199.59.149.230 o
Local name G daaadn
server UDP packet
How does the o
laptop find the
e /\/\/\/\31/\/\/\
Twitter server? ot
IP packet
16 16 48 48 48 16 48 0-18,496 32 64 48 48 16 32
’ Control | Duration ‘ Addr1 l Addr2 ‘ Addr3 \ SeqCtrl \ Addr4 | Payload % CRC I Preamble 2:;: :c’jlgr Type Body% CRC
802.11 frame format 802.3 Ethernet frame format

Ch. 2

Ch.3

Ch. 4

Ch. 6

15



Give me the
latest tweets.

t“
.
.
.

Twitter's server

How does the laptop
request latest tweets?

REST API

Client Server
HTTP Get

HTTP Response uest

HTTP Get

HTTP Response | request

SequenceNum

Acknowledgment

HdrLen| 0 ’ Flags AdvertisedWindow

Checksum UrgPtr

Options (variable)

TCP packet

Length
||||| gs Qiisst
rotocol \ecksum
SourceAddr
nnnnnnnnnnnnn
ppppp (variable) R ;::I )
Data

IP packet

16 16 48 48 48 16 48 0-18,496 32
‘ Control | Duration | Addr1 | Addr2 | Addr3 ‘ SeqCtrl ‘ Addrd | Payload 67 l CRC |

802.11 frame format

CSCI 470: Web Science

Ch. 2: Application Layer

Ch. 3: Transport Layer

Ch. 4: The Network Layer

Ch. 6: Wireless and Mobile
Networks



How do the packets find their

way through the network?
 Ch. 4: The Network Layer

What if my packets contain

secrets?
* Ch. 8: Security in Computer
Networks



